2025 11th International Symposium on System Security, Safety, and Reliability (ISSSR) | 979-8-3315-0124-2/25/$31.00 ©2025 IEEE | DOI: 10.1109/ISSSR65654.2025.00049

2025 11th International Symposium on System Security, Safety, and Reliability (ISSSR)

ACACagcp Model: Implementation and Comparative Performance Study

Tanjila Mawla!*, Lopamudra Praharaj', James Benson?, and Maanak Gupta'
!Tennessee Tech University, Cookeville, Tennessee, USA
2University of Texas at San Antonio, San Antonio, Texas, USA
tmawla42 @tntech.edu, lpraharaj42 @tntech.edu, james.benson@utsa.edu, mgupta@tntech.edu
*corresponding author

Abstract—The rapid advancements in networking, communi-
cation, automation engineering, and artificial intelligence (AI)
are shaping society into a highly interconnected and intelligent
ecosystem. In smart environments such as smart farming
and manufacturing, devices autonomously perform long-lived
operations with minimal human intervention, adapting dynam-
ically to system requirements and environmental conditions.
To regulate these long-lived operations, referred to as activities
(e.g., spraying water, plowing field), an Activity-Centric Ac-
cess Control (ACAC) model has been proposed. While previ-
ous works have incrementally introduced ACAC’s decision pa-
rameters Authorizations (A), Obligations (B), Conditions (C),
and Dependencies (D) and presented policy specifications and
proof-of-concept implementation for dependencies (D), a com-
prehensive implementation of the consolidated ACACapcp
model remains unexplored. Validating ACAC’s feasibility in
highly dynamic environments is essential, particularly where
security and safety must be ensured to protect both device
operations and the system from potential insider and external
threats. Additionally, the absence of constraints across various
life-cycle stages undermines the model’s comprehensiveness.
In this paper, we take a significant step toward implementing
the consolidated ACACagcp model in a smart farming use
case, incorporating additional constraints such as usage count,
cardinality, dynamic separation of duties, and activity duration.
We first provided the formal model definitions for authoriza-
tions (A), obligations (B) and conditions (C), referred to as
ACAC,, ACACg, and ACAC respectively. Furthermore,
to demonstrate proof-of-concept, we utilize AWS cloud in-
frastructure. The Activity Control Decision (ACDAcACApop)
policy engine is implemented using AWS Lambda, with AWS
S3 storing policies and real-time data. An AWS EC2 instance
manages interactions with Lambda, processing requests that
specify a source and activity. IoT devices are configured via
AWS IoT Core Things to dynamically reflect activity state
changes. We simulated the ACACapcp model on AWS,
conducted a performance analysis based on multiple metrics
and compared ACAC’s efficiency against the widely used
Attribute-Based Access Control (ABAC) model. Our results
demonstrate that the ACAC model is practical, scalable, and
well-suited for dynamic smart systems where device opera-
tions are interconnected and continuously evolving.

Keywords—Long-lived operations, Activity-Centric Access
Control (ACAC), implementation, smart and connected sys-
tems, Amazon Web Service (AWS), policy

1. INTRODUCTION

The rapid evolution of smart and interconnected systems has
enabled Internet of Things (IoT) devices capable of performing
operations with minimal human intervention. Using advanced
technologies such as embedded sensors, real-time applications,
and computational methods, these systems analyze and re-
spond to environmental data to enable automation, optimiza-
tion, and enhanced functionalities in diverse domains such
as smart homes, agriculture, transportation, and healthcare.
However, the intricate and interconnected nature of these
systems, governed by execution order, parallelism, environ-
mental conditions, and potential conflicts, presents significant
challenges in integration, security, and policy enforcement.

To address these challenges, access control mechanisms have
played a crucial role in safeguarding resources from unautho-
rized access without compromising the safety and functionality
of the system. With the increasing attack vectors and the
automation of IoT-based cyber-physical systems (CPSs), it
is essential to continuously evaluate system-related informa-
tion, adapt to dynamically changing parameters, and regulate
user access to resources as key aspects of security analysis.
Traditional access control models, including Discretionary
(DAC) [1], Mandatory (MAC) [2], and Role-Based (RBAC)
[3], along with the more fine-grained Attribute-Based Ac-
cess Control (ABAC) [4], provide fundamental access control
capabilities in IoT-based CPS environments. However, these
models are not inherently designed to handle the distributed
and interconnected nature of resource-sharing systems. To
address the need for real-time, context-aware security man-
agement, the Activity-Centric Access Control (ACAC) model
was introduced which offers a dynamic approach to regulating
long-lived device operations within these ecosystems [5], [6].
The devices’ long continuous operations are referred to as
activities. Mawla et al. proposed the access control decision
components (Authorizations (A), Obligations (B), Conditions
(C) and Dependencies (D) between activities) along with the
continuous activity control mechanisms within an activity
life cycle [6], [7]. Building on the discussion of the model
components, Mawla et al. introduced a formally grounded
mathematical model, ACACp, to define activity dependencies
(D) [7], along with a corresponding policy specification frame-
work [8]. Furthermore, to enhance activity control policies,
additional constraints such as usage count, object cardinal-
ity, dynamic separation of activities, and activity duration
were incorporated. To formally express these constraints, a
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constraint specification language was proposed using Object
Constraint Language (OCL), ensuring precise and structured
policy enforcement [9].

While the model development and policy specification for the
dependencies between activities provide a strong ground to
evaluate the viability of the proposed ACAC model, it is imper-
ative to demonstrate its practical feasibility, security effective-
ness, and scalability in real-world CPS domains. Implemen-
tation is essential to empirically validate the model’s ability
to enforce access policies efficiently, evaluate its performance
under varying system loads, and assess its integration with
existing security frameworks. Moreover, the existing works
on ACAC model lack the analysis of the model by evaluating
all decision parameters (A, B, C, D) which undermines the
effectiveness of the model in real-world implementation.

In this paper, we take steps towards designing and maturing the
comprehensive ACACapcp model by incorporating all activ-
ity decision parameters (A,B,C,D). We first provide the model
definitions for the authorizations, obligations and conditions
adapting the attribute-based access control (ABAC) model and
expressing the policies using Backus Naur Form (BNF). Later,
we provide an Activity Control Decision (ACDAcACApop)
algorithm to demonstrate flow of activity control and the
evaluation of each parameter in the required phase of the
activity cycle. This paper enforces the proposed ACAC model
with all of its parameter A, B, C, D (referred as a consolidated
ACACABcp model) and the specified constraints [9] by
following the ACD algorithm. To validate proof of concept
and assess the model’s performance, we implemented ACAC
model using comprehensive use-case scenarios, demonstrating
its practicality and efficiency through a comparative perfor-
mance analysis. We utilize Amazon Web Services (AWS) to
manage policies using AWS S3, implement the policy engine
through AWS Lambda, and handle activity requests via EC2
virtual instances. During the simulation of use-case scenario,
we demonstrate how devices dynamically update their status
based on activity decisions, leveraging AWS IoT Core things
to showcase the practicality of the ACAC model.

The rest of this paper is organized as follows. Section 2
presents the relevant background. Section 3 defines the policy
evaluation approaches for Authorizations (ACACy), Obliga-
tions (ACACpg), and Conditions (ACAC¢) models. Section
4 outlines the algorithmic flow for evaluating all parameters
throughout an activity’s life cycle. In Section 5, we demon-
strate a proof-of-concept implementation of the ACACapcp
model, covering system architecture, use-case scenarios, and
performance evaluations. Finally, Section 6 presents the con-
clusion of the paper.

2. RELEVANT BACKGROUND

The rapid development of technology and the expansion of IoT
devices contribute to an increasing likelihood of security vul-
nerabilities. Several studies [10], [11] have explored security
and privacy challenges in smart and interconnected systems.
Additionally, extensive research has been conducted on access
control models for IoT systems, as discussed in [12]-[17].

Existing access control models primarily focus on securing
systems against potential attacks using various approaches,
including Attribute-Based Access Control (ABAC) [15], [16],
hybrid models integrating ABAC and Role-Based Access
Control (RBAC) [18], Context-Aware Access Control [14],
and Relationship-Based Access Control (ReBAC) [19]. While
ABAC [4] is one of the most flexible and widely adopted
access control models, it lacks mechanisms for managing
long-lived operations, dependencies between those operations,
and real-time access control based on dynamically checking
and updating the dependencies. Thus, a critical gap remains
in addressing the long-lived operations of IoT devices and
the dependencies between those operations. Traditional access
control models (DAC [1], MAC [2], RBAC [3]) focus on
static authorization criteria but fail to account for the dynamic,
ongoing nature of IoT operations that require real-time access
decision management. While some frameworks, such as Usage
Control (UCON) [20], explore ongoing access control for
system resources, no existing work specifically addresses [oT
access decisions based on the dependencies between device
operations.

To address this challenge, Gupta and Sandhu introduced the
Activity-Centric Access Control (ACAC) model in 2021 for
smart and connected systems [5]. In this model, an activity
refers to a long-lived operation performed by an IoT device.
The ACAC model is designed to be object-agnostic, allowing
flexibility in adding or removing devices as the system scales.
An example activity is spraying water which is typically
performed by a water sprinkler. Building upon this foundation,
Mawla et al. later proposed key components of the ACAC
model and incrementally enhanced it by introducing additional
features, laying the groundwork for a more comprehensive
ACAC model [6].

2.1 Activity-Centric Access Control Model

In smart and connected IoT-based systems, activities refer

to long-running device operations, such as spraying water,

plowing fields, and sowing seeds [7]. To enable real-time
monitoring and control of these ongoing operations, the

Activity-Centric Access Control (ACAC) model was proposed

[5]-[7]. While basic authorization determines initial access

requested by an entity, factors like environmental conditions,

required one-time operations, and inter-activity dependencies
are crucial for ensuring security and safety of the devices’
activities. To address this, Mawla et al. introduced key decision
components to regulate access throughout an activity’s life

cycle [6], [7].

« Authorization (A): The requesting source must go through
an authorization mechanism to ensure that an unauthorized
entity cannot access an activity.

« Obligations (B): Obligations are referred to as some re-
quired one-time operations either performed by the same
requesting source or by any other entities of the system.

o Conditions (C): Conditions are presented for the environ-
mental attributes that need to have certain values to allow
access to the activity.
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« Dependencies (D): Dependencies between activities are
created due to the relationships such a sequential or concur-
rent execution, conflict between activities. Some dependent
activities are required to be in certain states to allow the
initiation or continuity of an activity.

An activity state belongs to one of the states from the
set {inactive, dormant, aborted, running, hold, revoked,
finished} at each phase of its life cycle [7]. Initially, an
activity is in the inactive state. When a request for execution
is received, it transitions to dormant state. If the request is ap-
proved based on the decision parameters (A, B, C, D), and ex-
ecution begins, the activity moves to the running state. While
running, an activity may transition to revoked, finished, or
hold, depending on ongoing evaluations. Revocation occurs if
the required decision parameters are no longer met, completion
is determined when the activity fulfills its purpose, and an
activity may be put on hold if an urgent request requires
its temporary suspension. The activity decision components
are evaluated at different stages: pre-decision parameters are
checked before an activity starts, ongoing-decision parameters
determine whether execution should continue or be revoked,
and post-dependent activities are assessed to ensure they reach
their required states after execution [7], [8].

3. ACACAgcp MODEL FOR ACTIVITY CONTROL

This section discusses the policy models governing activity
control decision parameters: Authorization (A), Obligations
(B), and Conditions (C). The essential ACACp model for
handling dependencies (D) between activities has been dis-
cussed in [7] by Mawla and the co-authors. Our policy models
for parameters A, B and C adapt the Attribute-Based Access
Control (ABAC) [4] framework, a widely used access control
model, to enforce policies for these parameters. We formally
define the components and policies associated with A, B,
and C, ensuring they accurately represent access requests and
policy evaluations within the ACAC model. The models that
represent access decisions based on parameters A, B, and C
are denoted as ACACp, ACACpg, and ACACc, respectively.

3.1 ACAC, - Authorizations Model

The authorization of requesting entities for a particular access
has been a fundamental topic since the inception of access
control mechanisms as part of security approaches. Unlike
traditional access control models, which primarily focus on
granting access to specified objects, ACAC is designed as an
object-agnostic model, providing the flexibility to dynamically
select the most suitable object based on requirements and
availability. This ensures scalability by facilitating the addition
or removal of devices in large ecosystems. The Zero Trust
security architecture [21] follows the principle of “never trust,
always verify”, assuming that threats exist both inside and
outside the network. Consequently, every request whether from
internal or external users must undergo authorization, and con-
tinuous monitoring. To support this security paradigm, the two-
step authorization process defined in Table I ensures granular
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access control, protecting both activities and corresponding
devices in the system.

3.1.1 Model Components

The finite sets S, O, OP, and ACT represent sources,
objects!, operations, and activities in the system, respectively.
Objects serve as formal representations of devices that execute
activities. A source S requests access to an activity, typically
to initiate or execute an activity ACT. The system then
identifies the appropriate object and corresponding operation
to execute the requested activity, as discussed in Mawla et
al. [7]. The ACAC, model incorporates policies to evaluate
the authorization of a source (5) for an activity from the set
ACT, as well as the authorization to perform an operation
(OP) on an object (O) selected by the system. As illustrated
in Table I, each entity in the system has associated attributes,
where for each att € ATT, a set of discrete values (defined
as Range(att)) is assigned. Whether an attribute att is atomic-
valued or set-valued is determined by the function attType.

TABLE 1
ACAC A MODEL DEFINITIONS FOR SOURCE AUTHORIZATION IN ACAC

Basic Sets and Functions:

e S, 0, 0P, ACT: Finite sets representing sources, objects, operations, and
activities in the system, respectively.

ATT: A finite set of attributes associated with entities and system-wide
environmental attributes.

Range(att): Defines a finite set of atomic values for each attribute att €
ATT.

attType: A function that classifies each attribute as either set-valued or
atomic-valued, formally defined as attType: ATT = {set, atomic}.

o POL: A set of authorization policies, where each policy consists of one or
more rules for granting or denying activity access to a requesting source.
Entities in S, O are mapped to attribute values for each attribute att €
ATT. Mathematically:

oRange(att)
Range(att) U {1}

if attType(att) = set

tt: SUO —
@ { if attType(att) = atomic

S-ACT Authorization Function: For each activity act € ACT, the
authorization function Authg_acr(s : S,act : ACT) is defined using
the propositional logic described below.

S-O Authorization Function: For each object o € O, the authorization
function Auths_o(s:S,0:O,0p: OP) is defined using the propositional

logic described below.
uthorization functions, whether S-ACT or S-O, are specified using proposi-

tional logic, following this grammar:

. expr | expr A expr | V& € set.or | atomic € set

expr ::= atomic atomicAttValCompare atomic | set setAttValCompare set

atomicAttValCompare :=> | < | =

setAttValCompare :=C [ N | U | # |0

Definition of atomic (two cases):

— S-ACT access: atomic ::= att(s) | value; where att € ATT, s € S,
attType(att) = atomic

— -0 access: atomic ::= att(i) | value; where att € ATT, i€ SUO,
attType(att) = atomic

Definition of set (two cases):

— S-ACT: set ::= att(s) | setValue; att € ATT, s € S, attType(att) =
set

- S-0: set == att(i) | setValue: att € ATT, i € SUO,
attType(att) = set

Authorizafion Decision

A source s € S is permitted to perform an operation op € OP on an object

o € O to access an activity act € ACT, stated as Authorizationg_ acr(s

1S, act: ACT, 0: O, op: OP), if the required policies necessary to allow the

operation are evaluated to make the final decision on granting authorization to

the source s. These multi-layer policies must be evaluated for Auths_ acT(s

: S, act : ACT) and Auths_o(s : S, 0: O, op : OP). Formally,

Authorizationg_ acr(s : S,act : ACT, 0 : O, 0p) —> {True, False}

defined as Authorizations_acr(s : S,act : ACT,0 : O,op) =
Auths_acr(s: S,act : ACT) A Auths_o(s:S,0:0,0p: OP)

3.1.2 Model Definitions

The set of policies POL is specified using propositional
logic based on the Backus-Naur Form (BNF) grammar. In

ISince, an activity is typically performed by an IoT device in smart
ecosystems, we treat the terms object and device as equivalent in activity-
centric access control.
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the ACAC, model, we employ a two-step authorization
mechanism to evaluate access requests initiated by a source;
S-ACT Authorization Function evaluates whether a source
is authorized to access a given activity. S-O Authorization
Function determines whether a source is authorized to perform
an operation op on an object o to access an activity act.
To handle atomic values, we apply the comparison operators
greater than or equal to (>), less than or equal to (<),
or equal to (=) in order to compare actual values against
system-defined threshold values in the policies. For set-valued
attributes (e.g., roles), entity values must comply with system-
accepted values, enforced by operators such as subset inclusion
(), intersection (N), union (U), inequality (#), and empty set
().

In the S-ACT authorization function, both atomic and set-
valued attributes of sources (S) are evaluated according to
policy rules. On the other hand, in the S-O authorization
function, atomic and set-valued attributes of both sources
(S) and objects (O) are evaluated. Authorization functions
S—ACT and S—O are formally represented as Auths_acr(s
0 S, act : ACT) and Authg_o(s : S, o : O, op : OP)
respectively. Each function returns True or False, depending
on policy evaluations. The final authorization decision function
determines whether a source S is authorized to perform an
operation OP on an object O to access an activity ACT and
represented by Authorizations_acr(s : S, act : ACT, o :
O, op : OP). This authorization decision evaluates to True or
False based on the results of Auths_acr(s: S, act : ACT)
A Auths_o(s: S, 0: 0, op: OP).

3.2 ACACg - Obligations Model

ACACp model introduces the tracking mechanism of the
mandatory one-time operations where each operation is sup-
posed to be performed by a subject (may be same requesting
source or different for a requested activity) on a pre-defined
object. These requirements are referred to as the obligations.
The ACAC,,.p sub-model verifies whether pre-obligations
are fulfilled before allowing the activity to start, while the
ACAC,, sub-model ensures that ongoing obligations are met
to maintain the continuity of the running activity.

3.2.1 Model Components

The sets ACT, OBS, OBO, and OBOP represent finite
sets of activities, obligation subjects, obligation objects, and
obligation operations, respectively. The set OB denotes a
finite collection of obligations, where each obligation is as-
sociated with an obligation subject (OBS), an obligation
object (OBO), and an obligation operation (OBOP). Since
obligations are enforced at two different stages of a requested
activity, the sets of pre-obligations and ongoing obligations
may differ. To obtain obligations at two different stages,
we define the functions getPreOB for pre-obligations and
getOnO B for ongoing obligations, respectively. The functions
return an empty set if there are no obligations regarding
the requested activity. Additionally, the obF'ul filled function

TABLE II
ACACpE MODEL DEFINITIONS FOR CHECKING OBLIGATION
FULFILLMENT IN ACAC

Basic Sets and Functions:

ACT,OBS, OBO, OBOP: Finite sets representing activities, obliga-
tion subjects, obligation objects, and obligation operations in the system,
respectively.

OB: A finite set of obligations, defined as a subset of OB.S x OBO x
OBOP, formally, OB C OBS x OBO x OBOP.

getPreOB: ACT —s 298 mapping each activity to a set of pre-
obligations.

getOnOB: ACT —» 298 mapping each activity to a set of ongoing
obligations.

obFul filled: OB — {True, False}, a function that maps an obliga-
tion ob € OB to True or False, indicating whether the obligation is
fulfilled or not.

ACAC,,;cp Model Definition

Whether the pre-obligations for a requested activity act € ACT are fulfilled
or not is denoted by the function pre B(act) —> {True, False}. The function
preB(act) is formally defined as /\(ubEgell"'vtOU(uu)) obFul filled(ob),
where obF'ul filled represents system-provided information (T'rue or False)
regarding the f of an obligation ob € OB.

ACAC,,,B Model Definition

Whether the ongoing obligations for a requested activity act
€ ACT are fulfilled or not is denoted by the function
onB(act) — {True, False}. The function onB(act) is formally defined
as /\(ub{gct(}n()B(act)) obFul filled(ob), where obFul filled represents
system-provided information (T'rue or False) regarding the fulfillment of
an obligation ob € OB.

determines whether a given obligation has been fulfilled or
not.

3.2.2 Model Definitions

ACAC,,.p is evaluated to ensure that pre-obligations are ful-
filled before an activity starts. ACAC,,p verifies that ongoing
obligations are fulfilled during the execution of an activity.
The ACAC,,.s model determines pre-obligation fulfillment
using the functional predicate preB(act), which evaluates
the function obF'ulfilled for all obligations retrieved using
getPreOB(act) for a given requested activity act. The func-
tion preB(act) returns either True or False based on the eval-
uation. Similarly, the ACAC,,p model determines ongoing
obligation fulfillment using the functional predicate onB(act),
which evaluates ongoing obligations using obFul filled for all
obligations retrieved via getOnOB(act) for a given activity
act.

3.3 ACAC¢ - Conditions Model

As discussed in previous sections, conditions are environ-
mental restrictions that must be met either before or during
the execution of a requested activity. In the ACAC model,
conditions are defined using environmental attributes, which
must match predefined values. These values may be evaluated
using various rules, such as checking whether a value falls
within a range, equals to a predefined value, or is greater than
or equal to a threshold value.

3.3.1 Model Components

The finite set of activities (ACT) remains consistent across
all models in ACAC. The set COND represents a finite set
of environmental conditions, where each condition in COND
is associated with an environmental attribute. To evaluate
conditions before and during an activity’s execution, functions
getPreCond and getOnCond map an activity to one or more
conditions from the condition set. Additionally, Range(att)
defines a finite set of atomic values for each att € ATT.
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TABLE 11
ACACc MODEL DEFINITIONS FOR CONDITION EVALUATIONS IN ACAC

Basic Sets and Functions:

o ATT: A finite set of attributes associated with entities and system-wide

environmental attributes.

o COND: A finite set of environmental conditions, where each condition
is defined using an attribute from ATT.
getPreCond: ACT — 260N, maps each activity to a set of pre-
conditions.
getOnCond: ACT — 2€ONP_ maps each activity to a set of ongoing
conditions.
Range(att): Defines a finite set of atomic values for each attribute att €
ATT.
attType: ATT = {set, atomic}, a function classifying each attribute as
either set-valued or atomic-valued.
Attributes associated with a COND are mapped to attribute values for
every attribute att € AT'T. Mathematically,
Range(att) if attType(att) = set
Range(att) U {L} if attType(att) = atomic
‘Condition Fulfillment Function:

For each condition cond € COND, the function condSatis fied determines
whether the condition is fulfilled, based on the propositional logic defined

att : COND — {

lﬁl‘e‘:’%undition fulfillment function condSatis fied is expressed using propo-
sitional logic, following the grammar below:

o a expr | expr A expr | Yz € set.cr| atomic € set
expr ::= atomic atomicAttValCompare atomic | set setAttValCompare set
atomicAttValCompare ::=>
setAttValCompare ::= C
atomic ::= att(i) | value
where for each att € ATT, i € COND, and attType(att) = atomic
set ::= art(i) | setValue
where for each att € ATT, i € COND, and attType(att) = set
‘ACAC,;cc Model Definition
Whether the pre-conditions for a requested activity act € ACT are satisfied
or not is denoted as preC(act) —s» {True, False}. The function preC(act)
is formally defined as A\(conac get PreCond(acty) condSatis fied(cond),
where condSatisfied is evaluated for each condition cond €

getPreCond(act).

ACAC,,,c Model Definition

Whether  the  ongoing  conditions  for a  requested  activity
act € ACT are satisfied or not is denoted as onC(act) —

{True, False}. The function onC(act) is formally defined as
N(condegetonCond(act)) condSatisfied(cond), where condSatisfied
is evaluated for each condition cond € getOnCond(act).

In ACAC¢ model, each att associated with a condition in
COND is mapped to attribute values based on the attribute

type.
3.3.2 Model Definitions

The ACAC¢ model defines a framework for evaluating envi-
ronmental conditions that must be satisfied before or during
the execution of an activity in the ACAC system. The model
introduces two sub-models: ACACy,oc, Which evaluates pre-
conditions that must be met before an activity starts, and
ACAC,,c, which evaluates ongoing conditions that must
be fulfilled to maintain the execution of a running activity.
The finite set COND represents environmental conditions,
each associated with an attribute from AT'T, with conditions
mapped to activities using the functions getPreCond and
getOnCond.
The fulfillment of a condition is determined using
condSatisfied, a propositional logic function that evaluates
conditions based on policies. For atomic attributes, conditions
are enforced using relational comparisons such as greater
than or equal to (>), less than or equal to (<) and
equal to a predefined value, while set-valued attributes
use operators such as subset inclusion (C), intersection
(N), and inequality (#). The model formally defines
the evaluation of pre-conditions and ongoing conditions
using  A(condeget Precond(acty) cOndSatis fied(cond) — and
(condegetOnCond(act)) cOndSatis fied(cond), and presented
by the functional predicates preC and onC respectively. These
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functional predicates return True or False, determining
whether an activity can start or continue based on system-
defined environmental conditions.

4. ACDACACAgon: ACTIVITY CONTROL DECISION ALGO-
RITHM FOR CONSOLIDATED ACACApcp MODEL

An access control model requires a well-defined algorithm to
systematically evaluate multiple parameters, ensuring consis-
tent decision-making and enforcement of security policies. In
this section, we propose the Activity Control Decision Algo-
rithm (ACD) for implementing the ACAC model considering
all of the proposed decision components Authorizations (A),
Obligations (B), Conditions (C) and Dependencies (D) be-
tween activities. We refer to the algorithm as ACDacAC,pop-
The algorithm is implemented to develop the policy engine,
where policy evaluations are conducted using the models
defined for all parameters in ACAC.

As depicted in Figure 1, a source s initially requests an
activity act. As the first step of the two step authorization
approach, the authorization of the source s to initiate activity
act is evaluated using the propositional logic defined for the
function Auths_acr(s : S,act : ACT) in Table 1. The
policy engine looks for a suitable and available object o for
running the activity act. If there is no available object found,
the requested activity act is aborted. Otherwise, the policy
engine looks for an operation op to perform on the object o in
order to run act. At this stage, the ACDAcAC gop algorithm
engine evaluates the policies defined in the ACAC, model to
determine whether the source s is authorized to perform the
operation op on the object o. If the source s is authorized,
meaning it is permitted to perform op on o to execute act, the
ACD engine retrieves the pre-obligations and pre-conditions
from the system-defined policies. These parameters are then
evaluated using the policies defined in the ACAC,..p and
ACAC,;ec models, as outlined in Tables II and III.

If any pre-obligation or pre-condition is not satisfied, the
activity act will be aborted. Otherwise, the engine identifies
the pre-dependent activities along with their desired states
and verifies whether all pre-dependent activities are in their
required states. If all dependent activities are in their desired
states, the activity is allowed to transition to running state.
However, if some dependent activities are not in their desired
states, they must be updated before act can start execution. As
discussed in [7], dependent activities may have their own de-
pendencies when transitioning from one state to another (e.g.,
inactive to running), making state updates non-trivial due
to the need for verifying the dependencies of dependencies.
To address this, the ACD engine recursively applies the same
algorithm to dependent activities. Once all dependent activities
successfully transition to their desired states, requested activity
act is permitted to run. However, if any dependent activity
is immutable and remains in a state other than the desired
state, the requested activity will be aborted. If all dependent
activities reach their desired states, requested activity starts
execution. Finally, before allowing the requested activity act
to run, the system must ensure that all relevant constraints
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Figure 1. Flow Chart for Activity Control Decision (ACDACACpop) Algorithm

are satisfied, as outlined in [9] by Mawla and Gupta. These
include source and activity usage count, dynamic separation
of activities, and source and object cardinality. If any of these
constraints exist for act, they must be evaluated and satisfied
before execution can proceed.

When the activity is allowed to run, it enters the ongoing
phase. The ACD engine retrieves the ongoing obligations
and conditions, which are evaluated using the ACAC,,p
and ACAC,,c models, as defined in Tables II and III. If
these obligations and conditions are satisfied, the engine then
retrieves and checks ongoing dependent activities. The depen-
dent activity states verification and updates follow a similar
process to the pre-execution phase, with policy evaluations
provided by the ACAC,,p model for ongoing dependent ac-
tivities. [7]. As illustrated in Figure 1, the middle blue section
represents a repeating process during the execution of the
requested activity. This repetition occurs because any violation
of policies associated with A (Authorization), B (Obligations),
C (Conditions), or D (Dependencies) results in the activity
transitioning to a revoked state. To ensure continuity, these
ongoing evaluations are performed throughout the duration
of the activity. Additionally, constraints such as dynamic
separation of activities and dynamic duration enforcement are
continuously checked during execution to maintain the policy.

Once the execution of the requested activity is finished, the
engine ACD retrieves the post-dependent activities and update
the states of the post dependent activity states if they are not in
their desired states. During the update procedure, each update
follows the similar algorithm as provided for the requested
activity. After the post-update procedure the activity again goes
to its inactive state.

296

Policy Decision Layer
Facilitated through EC2 virtual instance, S3
Bucket and Lambda Function

EC2 Virtual Instance Acac Facilitated by ~ |Amazon S3 Bucket Activity Control

Policies

ABcD
AWS Lambda Function

Policy Enforcement Layer

Facilitated through AWS loT Core and
Lambda Function

W,

Lambda Function

Abstraction of
Activities Layer

Object (loT Device)
Layer

Nutrient Injector
Seed Drill

Plowing Tractor e Plowing Field =
Field Master “ o Clearing Field
Plowing Blade o Tuning Soil

.

.
.
.
. Injecting Nutrient
.

Sowing Seeds

AWS loT Core

Figure 2. Implementation Architecture

5. PROOF OF CONCEPT IMPLEMENTATION

This section presents a proof-of-concept implementation of the
proposed ACACapcp model using Amazon Web Services
(AWS) cloud services. The implementation showcases how
the security policies defined within the ACAC model enhance
security and safety in complex and connected systems. Addi-
tionally, we evaluate the performance of the ACAC model by
comparing it with a related Attribute-Based Access Control
(ABAC) model, using a simulated smart farming use case
to evaluate their effectiveness in managing security within
interconnected IoT environments.

5.1 System Architecture

The complete architecture of the prototype implementation is
shown in Figure 2. The demonstrated architecture is facilitated
by the Activity Control Decision Algorithm (ACDAcACAzen)»
detailed in Section 3. We utilize the commercially available
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ACT = ACTgr = ACTp = ({fieldPlowing, clearingField, treeRemoval, collectingDebris, surfaceLeveling, tuningSoil,
adjustingBladeDepth, sowingSeeds, selectingSeeds, pesticideSpray, waterSpray, dripIrrigation, pumpingW ater,
pipelinePressureTesting, sotlMoistureRegulation, irrigationCoverage Adjustment, injecting Nutrient, cleaningPipeline,
mizingNutrient, moistureSensorCalibration}, ST = STcr = STpr = {inactive, dormant, aborted, running, hold, revoked, finished}

S = {Daniel, David, Ella, Emily, Emma, Ethan, Eva, George, Grace, Hannah, Henry, Isabella, Ivy, Jack, Jacob, James, John, Jon,
Kevin, Layla, Liam, Lily, Lucas}

0 = {Emitter, CentrifugalPump, pressureTester, moistureRegulator, valveController, nutrientInjector, pipelineCleaner,
calibrationTool, mizingMachine, spreaderTractor, plowingTractor, soilAerator, compactionRoller, spreader, injector, autoWeedX,
fieldMaster, treeHarvester, debriSweep, terraLevelPro, spreadTune, plowingBlade, depthMaster, seedDrill, seedMaster,
pestSprayDrone, sprinkler, loadMaster}, OP = {turnOn, turnOf f}

OBS = {Jon, Emily, Mike, Sarah, David, Anna, Sophia, James, Ethan, Grace}, OBO = {water Pump, irrigationV alve, waterSourceV alve,
plowBlades, plowingMachine}, OBOP = {turnOn, adjust, open, initialize, close, load, adjustAngle, fill, start, activate, release, calibrate,
add, setDepth, turnO f f, empty, unload, set, apply }

COND = {soilType == loamy, (plowingDepth > 15) A (plowingDepth < 25), (plowingDepth > 15) A (plowingDepth < 30), (PH > 6) A (PH
< 7), soilMoisture < 50, pipelinePressure > 1.5}

request = (Ethan, fieldPlowing)

Authgihan— fieldPlowing(Ethan, fieldPlowing) = ((distance(Ethan) > 1) A (distance(Ethan) < 2)) A (group(Ethan) == fieldl2) A
(role(Ethan) == plowing — technician)

getObject(fieldPlowing) = plowingTractor

getOperation(fieldPlowing, plowingTractor) = turnOn

Authgihan—plowingTractor(Ethan, plowingTractor, turnOn) = (type(plowingTractor) == sensitive A role(Ethan) € {farm — manager,
irrigation — specialist, water — sprayer — technician, fertilizer — specialist, weed — removal — specialist, clearing — specialist,
tree — removal — expert, surface — leveling — expert, spreader — technician, soil — tuning — expert, pesticide — expert }) V

(type(plowingTractor) == regular A role(Ethan) € { farm —manager, irrigation — specialist, water — specialist, farm—worker, technician,
engineer, irrigation — technician, field — supervisor, agronomist, maintenance — engineer, sensor — specialist, aeration — specialist,
plowing — technician, compaction — expert, fertilizer — specialist, micronutrient — technician, weed — removal — specialist,
clearing — specialist, tree — removal — expert, debris — collector, sur face — leveling — expert, spreader — technician, soil — tuning — expert,
blade — adjustment — technician, seed — sowing — specialist, seed — sorting — technician, pesticide — expert, water — sprayer — technician,
raw — material — loader })

Authorizationpihan— fieldPlowing(Ethan, fieldPlowing, plowingTractor, turnOn) = Authpgthan— ficldPlowing(Ethan, fieldPlowing) A
AuthEthan—plowingTractor(Ethan, plowingTractor, turnOn)

getPreOB( fieldPlowing) = {(Ethan, plowBlades, setDepth)}

getPreCond(fieldPlowing) = {soilType == loamy}

getDA(fieldPlowing, plowingTractor) = {clearingField}
getDesiredPreDASt(fieldPlowing, clearingField) = finished

preD(fieldPlowing, plowingTractor) = getCurrentSt(clearingField) == finished
preUpdate(fieldPlowing, plowingTractor) = preD(fieldPlowing, plowingT ractor) == False
has_DSA(fieldPlowing, pesticideSpray) = condSatis fied((soil Moisture < 50))
actUsageCount(fieldPlowing) = 2

sourceUsageCount(fieldPlowing) = {Jon : 2, Emily: 2}

objectCardinality(fieldPlowing) =5

constraintsSatis fied(fieldPlowing, pre) = checkConstraints(fieldPlowing, pre)
allowed(Ethan, plowingTractor, turnOn, fieldPlowing) = Authorizationgihan— ficldPlowing(Ethan, fieldPlowing,

plowingTractor, turnOn) A obFulfilled(Ethan, plowBlades, setDepth)) N condSatisfied((soilType, equal_to, loamy)) N\
preD(fieldPlowing, plowingTractor) )\ constraintsSatisfied(fieldPlowing, pre)

getOnOB(fieldPlowing) = {(Grace, plowingMachine, turnOn)}
getOnCond(fieldPlowing) = {(plowingDepth > 15) A (plowingDepth < 25)}

getDA(.fieldPlowing,plowingTractor) = {tuningSoil, injectingNutrient, sowingSeeds} getDesiredOnDASt(fieldPlowing, tuningSoil)
;e”w’qu'ZZl:ngnDASt(fieldleuing, injectingNutrient) = finished

onD( fieldPlowing, plowingTractor) = getCurrentSt(tuningSoil) == running A getCurrentSt(injectingNutrient) == finished
onUpdate(fieldPlowing, plowingTractor) = onD(field Plowing, plowingTractor) == False

has_DSA( fieldPlowing, pesticideSpray) = condSatisfied((soil Moisture, less_than, 50))

duration((fieldPlowing)) = 0.2

D Duration( fieldPlowing) = 0.1 = condSatisfied((soil Moisture < 50))

constraintsSatis fied(fieldPlowing, ongoing) = checkConstraints(fieldPlowing, ongoing)

stopped(fieldPlowing, plowingTractor) = —obFul filled(Grace, plowingM achine, turnOn) V —condSatis fied((plowingDepth, in_between,
[15,25])) V monD( fieldPlowing, plowingT ractor) V —constraintsSatis fied(fieldPlowing, ongoing)

getDA(fieldPlowing, plowingTractor) = {sowingSeeds}

getDesiredPostDASt(fieldPlowing, sowingSeeds) = running

postD( fieldPlowing, plowingTractor) = getCurrentSt(injectingNutrient) == running
postUpdate( fieldPlowing, plowingTractor) = postD( fieldPlowing, plowingTractor) == False

Figure 3. Smart Farming Use Case Configuration including Policies for Authorizations, Obligations, Conditions and Dependencies
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AWS IoT Services to facilitate the storage and enforcement
of the policies. AWS IoT things are created in AWS IoT
Core? service where we defined two attributes (availability
and status) for each thing. Each thing is representing an
IoT device. Since the primary goal of our model is to con-
trol activities, which serve as abstractions for devices’ long-
continuous operations, we do not explicitly address device
statuses within the model. However, in the implementation,
the availability and status of corresponding devices are up-
dated in sync with activity state transitions as defined in the
use case. This approach is intentionally adopted to simulate
device behavior and illustrate the relationship between devices
and their respective activities within the system. In Figure
2, the corresponding devices which are suitable to perform
the activities (shown in Abstraction of Activities Layer), are
shown in the Object (IoT Device) Layer. We represented each
activity and its corresponding device using the same color for
clarity. However, in our use cases, additional devices are also
utilized beyond those explicitly shown.

We utilize the AWS S3 Bucket service® to store all poli-
cies related to authorizations, obligations, conditions, and
dependencies between activities. Additionally, real-time and
original data, including source and condition attribute values,
obligation fulfillment status, current states of all activities,
object information, and availability, are continuously updated
in JSON files configured to manage this information. The
JSON files reside in the S3 Bucket.

An EC2 virtual instance* was set up to serve as an in-
termediary between the requesting source and the Lambda
function. Each request consists of a source and a requested
activity. A Python script was developed to send these requests
from the EC2 instance to the Lambda function. The Lambda
function® is responsible for facilitating the implementation
of the ACDAcAC,gop, model. The Lambda function was
implemented as a policy engine using Python and the Boto3
library to interface with the EC2 application and process
JSON files stored in an S3 bucket. IAM roles were con-
figured for the Lambda function, with appropriate policies
attached to grant the necessary permissions for S3 access.
Similarly, the EC2 instance was configured with permissions
to interact with the Lambda function. Since activities serve
as abstractions of device operations, any state changes in
activities that are implemented logically through policies in
the Lambda function are reflected in the corresponding devices
(objects). For instance, when an activity is initiated on a device
through an operation performed by a source, the device status
transitions from “off” to “on”, and its availability updates
from “True” to “False” with the corresponding update made in
the JSON configured for objects. To facilitate this interaction,
the Lambda function is granted the necessary permissions to
access [oT Things within AWS IoT Core Service.

Zhttps://aws.amazon.com/iot-core/
3https://aws.amazon.com/s3/
“https://aws.amazon.com/ec2/
Shttps://aws.amazon.com/lambda/

5.2 Use case Scenarios

This section introduces a smart-farming use case for a re-
quested activity fieldPlowing shown in Figure 3. In this
use-case configuration, we first listed the sets (black-coloured
texts) of all distinct activities (ACT), states of activities
(ST), sources (5), objects (O), obligation subjects (OBS),
obligation objects (O BO), obligation operations (OBO P) and
conditions (COND) that are present in the farming scope. For
each requested activity, the requested and dependent activities
are obtained from the set ACT, and suitable objects for the
activities are retrieved from the set O. At any given point of
time, each activities belongs to one of the states listed in set
ST. Any requesting source must be included in the set S.
Each obligation corresponding to an activity is defined using
a subject, object and operation obtained from the sets OBS,
OBO, and OBOP, respectively. The conditions are listed as
comma-separated in set COND, where each condition has an
environmental attribute and pre-defined rule for the attribute
value. For example, a condition PH < 7 corresponds to the
environmental attribute PH and the rule for PH is that it
should be less than or equal to 7.

In our proof-of-concept implementation, we arrange to send
different numbers of concurrent requests (at most 60). To
configure the policies for all 60 activities, first, we generate
thoughtful and practically useful policies for 20 distinct activ-
ities. Later, we used 40 more dummy activities and policies
utilizing the same policy structure. Some of the requested
activities include common dependent activities, while some of
the dependent activities are, at some point, used as requested
activities. In the use-case illustrated in Figure 3, we show the
policies and evaluation of the policies for a requested activity
fieldPlowing which is requested by the source Ethan.

As illustrated in the previous subsection, in the implemen-
tation architecture, the AWS Lambda function is configured
as the policy engine, which sequentially (following the ACD
algorithm described in the Section 4) executes the models
(ACAC,, ACACR, ACAC( as detailed in Section 3, and
ACACp as described in [7]) to evaluate policies defined
for authorizations (A), obligations (B), conditions (C), and
dependencies (D) between activities. Additionally, the policy
engine assesses the constraints specified in [9] during both
the pre- and ongoing phases of a requested activity. Notably,
to fulfill a requested activity, its dependent activities must
undergo their respective life-cycle state transitions to reach
the desired state. Policies are configured for all activities and
are enforced for any state change associated with a requested
activity from the set of 60 activities.

As configured in the use-case scenario, for the activity
fieldPlowing, which is requested by the source Fthan, the
policies for all decision parameters (A, B, C, D) need to be
evaluated. According to the authorization model ACACy,,
the two-step source-authorization policies must be evaluated
for the requesting source Ethan. As we see in the use-case
figure, the authorization of Ethan to access the requested
activity  fieldplowing is evaluated using the function
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Authgthan— fieldPlowing(Ethan, fieldPlowing) and returns
True or False depending on the policy evaluation using the
rule saying that Ethan is authorized to access field Plowing
if the distance of Ethan and the field is in between 1 and 2
meters, the group Ethan belongs to is field12 and the role
of Ethan is a plowing — technician. The rule is formally
stated as Authgthan— fieldPlowing(Ethan, fieldPlowing)
= ((distance(Ethan) > 1) A (distance(Ethan) <
2)) A (group(Ethan) == fieldl12) A (role(Ethan) ==
plowing — technician). As described in model ACACp
in [7] by Mawla et al., the object (which is the formal
term for the executing device) is retrieved from the
system based on the suitability and availability. The
object retrieval is done after evaluating the requesting
source Fthan’s authorization to access fieldPlowing.

The function getObject(plowingField) is called in
the policy engine to retrieve the available object
which is in this case plowingTractor. Later, the

required operation to execute the activity fieldPlowing
on plowingTractor is obtained using the function
getOperation( field Plowing, plowingTractor). The
operation involved here is turnOn.

Furthermore, the second step of the authorization process
is evaluated to enhance the system’s security. In this
step, we assess whether Ethan is authorized to perform
the operation turnOn on the device plowingTractor.
The authorization rule is evaluated based on the type of
the device. If type(plowingTractor) = sensitive, then
role(Ethan) must belong to a predefined set of roles,
for example, farm — manager, irrigation — specialist,
and more. However, if type(plowingTractor) = regular,
then role(Ethan) must belong to a broader set of roles.
The function that evaluates this rule is represented as
Auth gthan—plowingTractor (Ethan, plowingTractor, turnOn)
determining whether F'than meets the required role conditions
to execute the operation. Finally, the authorization to allow
FEthan to perform an operation turnOn on the object
plowingTractor to execute fieldPlowing evaluates to
True if Authgihan—fieldPlowing(Ethan, field Plowing)
A AUthEth(m7plowingTractor(Ethan, plowingT'ractor,
turnOn) evaluates to T rue. The final authorization function is
formally stated as Authorizationgihan— fieldPlowing(Ethan,
fieldPlowing, plowingTractor, turnOn).

The set of pre-obligations for the requested activity
fieldPlowing is  retrieved using the  function
getPreOB(fieldPlowing), which returns a set of
obligations. In this case, it includes a single obligation:
(Ethan,plowBlades, setDepth). 1If this obligation is
fulfilled in the system, fieldPlowing can be executed,
provided that all other required parameters are satisfied.
The preconditions for fieldPlowing are retrieved using
the function getPreCond(fieldPlowing), which returns
(soilType == loamy). This indicates that the value of
the condition attribute soilType must be equal to loamy
for fieldPlowing to proceed. To verify dependencies
between activities and their states, we first retrieve

activities of  fieldPlowing using
the  function  getDA(fieldPlowing, plowingTractor),
which returns the set clearingField. The function
getDesiredPreD ASt( fieldPlowing, clearingField)

then determines the desired state of the pre-dependent
activity clearingField, which must be finished. The
functional predicate preD(field Plowing, plowingTractor)

the pre-dependent

evaluates to True if the current state of
clearingField matches the desired state, formally
expressed as  getCurrentSt(clearingField) ==
finished. If it returns False, the  function

preUpdate( field Plowing, plowingTractor) is  invoked
to update the state of clearingF'ield. The pre-update process
follows the update methodology described in [7].

The state transitions of an activity are discussed in Section 2.
To update the state of dependent activities when they are not
in their desired states, we define the next state of each activity
based on its current and desired states for implementation
purposes. During the transition process, a dependent activity
is treated like a requested activity, and policies are evaluated
to determine the necessary transitions. If the policies prevent
a dependent activity from reaching its desired state, the parent
requested activity cannot transition into its required state. Con-
sequently, the root requested activity will either not start (in
the case of a pre-dependency) or be revoked (in the case of an
ongoing dependency). The policies governing activity updates
are defined separately for each activity and must be evaluated
at any point in the activity’s life cycle. However, after verifying
the desired states of dependent activities, the necessary updates
for different dependent activities are executed concurrently.
This concurrent update mechanism is a key aspect of our
implementation, effectively simulating real-time scenarios.
The constraints that must be checked before the requested
activity fieldPlowing starts and during its execution are
highlighted in cyan-coloured text in Figure 3. During pol-
icy evaluation before the activity begins, constraints are as-
sessed for dynamic separation of activities (DSA), activ-
ity usage count, source usage count, and object cardinal-
ity. The function has_DSA( field Plowing, pesticideSpray)
returns True (meaning fieldPlowing and pesticideSpray
have dynamic separation of activity relation) if the con-
dition on the right side of the implication holds. The
activity usage count is set to 2, while the source us-
age count for the requested activity fieldPlowing is also
2. Additionally, the object cardinality for fieldPlowing
is restricted to 5. These constraints are verified us-
ing the function checkConstraints(fieldPlowing,pre),
and based on the result (True or False), the function
constraintsSatis fied( fieldPlowing, ongoing) determines
whether the constraints are satisfied before execution, return-
ing either T'rue or False.

Finally the function allowed(Ethan, plowingTractor,
turnOn, fieldPlowing) returns True if
Authorization gthan— fieldPlowing(Ethan,  fieldPlowing,
plowingTractor, turnOn) A  obFulfilled((Ethan,
plowBlades, setDepth)) A condSatisfied((soilType
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== loamy)) A preD(fieldPlowing,plowingTractor)
A constraintsSatisfied(field Plowing,pre)  returns
True. The allowed(Ethan, plowingTractor, turnOn,
fieldPlowing) function stated by Mawla [7] only checks the
dependencies whereas we get the complete evaluation of the
function in this work. If allowed(Ethan, plowingTractor,
turnOn, field Plowing) returns True, the requested activity
fieldPlowing is permitted to be executed by the device
plowingTractor. As mentioned the system architecture, the
devices are configured as “Things” in AWS IoT Core and
hold only two attributes “status” (either on or of f) and
“availability” (either True or False). Once the function
returns T'rue, the status of the corresponding device (in this
case, plowingTractor) transitions from its initial state of f to
on, reflecting the operation turnOn performed by the source
FEthan. Consequently, the current state of fieldPlowing
changes from inactive (the default state for activities that
have not yet been requested) to running.

If not denied, the current state of fieldPlowing transitions
to running. According to the ACAC model and the state
transitions within a requested activity’s life cycle, once the
requested activity is allowed to run, the ongoing decision
parameters must be periodically assessed to ensure its
continuity. The ongoing policies are written in the use-
case in purple-coloured text including cyan-coloured texts
for constraints. As part of this evaluation, the ongoing
obligations, conditions, and dependencies for the requested
activity fieldPlowing are retrieved using the functions
getOnOB( fieldPlowing),  getOnCond( field Plowing),
and getDA( fieldPlowing, plowingTractor), respectively.
The evaluations of these parameters—ongoing obligations,
conditions, dependencies, and constraints—are performed
similarly to those in the activity’s pre-execution phase.

determine  whether the continuity of
fieldPlowing should be stopped (meaning whether
the activity should be revoked) by evaluating the
function  stopped(field Plowing, plowingTractor). This
function returns True if the following condition holds:
—obFul filled((Grace, plowingM achine, turnOn))
\% —condSatis fied((plowingDepth, in_between,
[15,25))) \% —onD( field Plowing, plowingTractor)
V —constraintsSatis fied( field Plowing, ongoing)
(meaning if any of the ongoing decision parameters
is not satisfied). If the execution of the requested
activity  fieldPlowing is  successfully  completed,
the  post-dependent activities are retrieved  using
getD A( field Plowing, plowingTractor) = sowingSeeds.
The required updates are then processed, but only if necessary
when postD( field Plowing, plowingTractor) returns False
by invoking postUpdate( fieldPlowing, plowingTractor).
Upon successful completion of the full activity cycle, the
AWS Lambda function returns 7True to the EC2 instance as
part of the response criteria.

Finally, we

TABLE 1V
PERFORMANCE METRICS FOR EC2 TO LAMBDA INTERACTION. RTL
DENOTES ROUND TRIP LATENCY, NDC AND NDU DENOTE NUMBER OF
DEPENDENCIES CHECKED AND UPDATED RESPECTIVELY.

Number of Lambd
Concurrent | Avg. RTL (ms) -ambca NDC | NDU
Time (ms)

Requests
1 7396.56 773.44 2 2
5 8023.07 1255.20 3 1
10 10436.72 2618.89 5 2
20 17411.67 229412 30 95
30 24525.66 2913.96 44 138
40 30752.28 2801.79 58 186
50 38470.65 2941.43 74 235
60 45081.93 2890.98 90 279
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Figure 4. The round trip latency (RTL) and lambda processing

time for ACACagcp model against number of concurrent

Requests

5.3 Performance Evaluation

To evaluate the effectiveness of the proposed ACAC model,
we conducted a comprehensive performance analysis and
compared it against the ABAC model using the defined
use case scenario. The implementation was executed as an
AWS Lambda function in the cloud, enabling scalable and
on-demand processing while requiring careful consideration
of memory allocation and execution time for optimization.
However, since the Lambda function operates in a cloud envi-
ronment, its performance may be affected by factors such as
internet connectivity, AWS resource availability, and potential
network-related delays. These aspects should be considered
when evaluating processing time, as fluctuations may result
from cloud infrastructure conditions rather than inefficiencies
in the model itself.

The ACDAcAC,gop algorithm engine was tested under vary-
ing numbers of concurrent requests, and key performance
metrics were recorded. Our evaluation considered 1, 5, 10,
20, 30, 40, 50, and 60 concurrent requests, ensuring different
number of pre-, ongoing-, and post-dependent activities. This
setup allowed us to analyze the system’s behavior under
various dependency structures, particularly how dependency
checks and updates affect processing time. The performance
analysis focused on four primary metrics: (i) Average Round
Trip Latency (RTL) between the EC2 application and the
Lambda function, where the Lambda function serves as the
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Figure 5. A comparison of the performance between ABAC
and ACAC models in terms of Lambda processing time and
the number of dependencies checked.

policy engine facilitating ACDAcAc,pep algorithm, (i) Av-
erage Lambda processing time, (iii) Number of Dependencies
Checked (NDC), and (iv) Number of Dependencies Updated
(NDU). As summarized in Table IV, the results indicate that
NDC and NDU increase significantly with a higher number of
concurrent requests. This occurs because as more activities are
requested, a greater number of dependencies need to be ver-
ified and updated. Additionally, the round-trip latency (RTL)
increases with concurrent requests, though its growth pattern
does not follow a strictly linear or exponential trend, as shown
in Figure 4. The scalability of the ACAC model was a critical
aspect of our evaluation. Our results demonstrate that the
proposed ACAC policy engine maintains stable performance
without significant degradation as the number of concurrent
requests increases. This is a key advantage, indicating that
ACAC efficiently scales with increased workloads. Moreover,
the update process for activity states contributes to processing
time variations, as it involves modifying the status of IoT
devices. Our implementation used AWS IoT Core “Things”
configured with two attributes: “Availability” and “Status” to
reflect real-time state changes for activities. This integration
highlights the practicality of ACAC, demonstrating that the
model can be effectively implemented in real-world [oT en-
vironments. However, the total processing time will depend
on the duration of requested and dependent activities, which
was fixed at 200 milliseconds in our evaluation. A direct
performance comparison between ABAC and ACAC models
further reveals key differences in handling access control
decisions. In ABAC, access requests are processed passively,
where a subject requests access to an object, and access is
granted based on attribute evaluations. However, ABAC is
not object-agnostic, making it less suitable for large-scale IoT
environments where devices are frequently added or removed.
Additionally, ABAC does not support ongoing access con-
trol, meaning it cannot reevaluate decisions during execution,
which is a major limitation for long-running activities. As
illustrated in Figure 5, the Lambda processing time in ABAC is
significantly lower than in ACAC because ACAC continuously

—e— ABAC - Initial Requests Satisfied
-3- ACAC - Initial Requests Satisfied

ABAC - Completed Activity Cycle 50
-~ ACAC - Completed Activity Cycle

40

Initial Requests Satisfied
Completed Activity Full Cycle

Number of Concurrent Requests

Figure 6. A comparison of the performance between ABAC
and ACAC models in terms of the number of initial requests
satisfied and the number of fully completed activity cycles.

evaluates policies throughout the activity’s lifecycle, whereas
ABAC makes a one-time access decision without updates.
Another critical metric in our evaluation was a number of
completed full-cycle activities, which includes pre-, ongoing-,
and post-phases of an activity life cycle. As observed in Figure
6, the ABAC model fails to complete the full cycle for any
number of requests, whereas ACAC successfully completes
a substantial number of activity full cycles. Additionally, the
number of initial requests satisfied (allowing the activity to
execute) before execution is significantly lower in ABAC,
primarily due to (i) object unavailability in the system and
(i) missing update mechanisms to ensure dependent activi-
ties reach their desired states. These findings emphasize the
applicability of ACAC in environments where continuous
evaluation and dynamic activity execution cycles are required.
Overall, the performance evaluation demonstrates that the
ACAC model provides a robust, scalable, and dynamic access
control solution that effectively manages complex activity
dependencies in highly dynamic environments. By leveraging
cloud-based services for proof-of-concept implementation, we
validate the model’s feasibility in real-world IoT ecosystems.
The use of multithreading for concurrent request handling
and the automated update process for dependent activities
further reinforce the practicality and efficiency of ACAC.
These results strongly support ACAC as a superior alternative
to traditional access control models for large-scale, smart and
dynamically changing connected IoT environments.

6. CONCLUSION

In this paper, we presented a comprehensive implementation
of the ACDAcAC,por Model, demonstrating its feasibility in
dynamic and interconnected smart environments. By incorpo-
rating all decision parameters — Authorizations, Obligations,
Conditions, and Dependencies—along with constraints, we ad-
dressed critical challenges in managing long-lived IoT device
operations while ensuring security and policy compliance. We
implemented the model using Amazon Web Services (AWS)
and evaluated its performance against the widely used ABAC
model in a smart farming use case. Our results indicate ACAC
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efficiently handles complex dependencies, supports continuous
policy enforcement, and scales effectively under increasing
workloads. Unlike ABAC, which lacks ongoing access control,
ACAC ensures secure and adaptable decision-making through-
out an activity’s lifecycle. These findings validate the practi-
cality and scalability of ACAC in real-world IoT ecosystems,
making it a promising approach for securing and managing
dynamic, interconnected smart systems. Future research may
explore further optimizations and real-time implementation in
broader IoT domains.
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