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Abstract

There is a rising concern about authorization in IoT environments
to be appropriately designed and applied, due to smart things surge
to be part of people’s daily lives on one hand, and the amount of per-
sonal/private information they utilize, on the other hand. Different
access control systems have been proposed for different IoT envi-
ronments, many are remaining only at a conceptual level. In this
paper, we propose a decentralized, ledger-based, publish-subscribe
based architecture for the administration of access in a smart home
IoT environment to preside at the assignments of underlying op-
erational authorizations. Proposed architecture is endorsed by a
proof-of-concept implementation, which utilizes smart contracts
to ensure the integrity of administration supplemented by intrinsic
benefits of blockchain to be distributed and transparent. Despite
the rising hype around the blockchain technology that stokes its
utilization in different domains, utilizing it for access control pur-
poses is not yet promising. Our implementation results assure using
blockchain for administrative access control is propitious, while is
not yet appropriate for operational access control, which have been
mainly the focus of previously proposed blockchain-based access
control works.
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1 Introduction

The inevitable advent of integration of IoT with people’s everyday
lives, calls for potent security mechanisms specifically crafted for
smart things and each environment in which they are utilized.
Authorization issues have been widely explored in the smart home
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environment, reflecting on its significant role in personal lives.
Smart home access control is required to be granular, context-aware,
easy to use (as we do not expect smart home users to be IT experts)
and being able to manage dynamicity and complexity of the smart
home environment. As one of the most important areas of IoT
application, smart home has a unique combination of challenges to
be dealt with during administration of access [38].

Intrinsic benefits of Role-Based Access Control (RBAC) such as
its policy neutrality, adherence to least privilege principle and its
built-in support for Static and Dynamic Separation of Duty (SSoD
and DSoD), made it a preferred choice in prior research works in
order to establish an access control model for mediating access to
users in a smart home, using the concept of a role [17, 19, 58, 60].
Besides, when the operational model is established, it is also possible
to use RBAC for administration of RBAC. Different users could be
assigned to administrative roles to handle administrative tasks
in the smart home such as establishing new roles and managing
assignments in the underlying operational model.

Although there are many access control models proposed for IoT
environments, many of the proposals have remained at the concep-
tual level. Even so, different deployment mechanisms in some frame-
works relying on existing technologies, including cloud [20, 31],
Open Authorization (OAuth) [56] and blockchain [40, 44, 46, 47, 49],
among them blockchain has been widely used in recognition of its
transparency which benefits auditability. Moreover, blockchain’s
distributed nature removes the need to trust the third parties, which
is of advantage to privacy protection. Nonetheless, using blockchain
for access control is still controversial [36]. The performance of
blockchain-based systems is still not competitive with current cen-
tralized access control systems. In time-sensitive applications using
blockchain for access control would negatively affect users’ experi-
ence [42, 53]. On the other hand, communication with blockchain
demands higher amounts of computation power and space that is
available to resource/energy constrained IoT devices.

In this paper, we propose using blockchain for administration of
access, unlike most of previously presented approaches which have
been applied in operational environments. We recognize blockchain
could bring its intrinsic advantages of distribution, transparency,
and scalability to the administration of access while it is not yet
practical to be used for operational access control. Using blockchain
for enforcing the administrative model would equip the access
management with improved security and posteriori auditing [55]
as discussed in Section 2, as well as the potential of generalization
of the proposed approach to environments with similar dynamics
relying on scalable nature of the blockchain. Since administrative
access control tasks are less frequent, blockchain’s monetary costs
and time burdens are bearable, for instance it is reasonable to wait
for seconds for an administrative change to take effect.
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We discuss our enforcement architecture based on blockchain for
access administration in the smart home IoT, while Greengrass [2]
has been utilized to mediate device-cloud connections.It also han-
dles required access control tasks in the local environment. Green-
grass in the corresponding operational model serves as the smart
hub and policy engine. So, the blockchain burdens of time, compu-
tational power and storage would not be imposed at the operational
level. There is no need to store the ledger information or even com-
munication wallets on resource-constrained IoT devices, as we do
not use blockchain at the operational level for access control.

To build our enforcement architecture, we adopt the adminis-
trative model presented in [57] which relies EGRBAC (Extended
Generalized RBAC) [19] as the underlying operational model. Our
proposed architecture provides interoperability of administrative
and operational levels of access. Besides proposing an enforcement
architecture, different interactions to it are presented in a sequence
diagram and it is also backed up by a proof-of-concept implementa-
tion. The rest of the paper proceeds as follows. Section 2 provides
motivation and articulates the problem. Section 3 discusses utiliza-
tion of blockchain in access control and justifies our proposal of
using it at an administrative level. Adopted administrative policy
and operational model have been discussed in Section 4. The en-
forcement architecture alongside a sequence diagram based on a
provided use case, are discussed in Section 5. Section 6 describes
the experimental setup and results. Properties of the proposed ap-
proach as well as important security considerations are discussed
in Section 7. Section 8 concludes the paper.

2 Problem Statement and Motivation

Security of any management system is of utmost importance, so
would be administration of access in a smart home. The proposed
architecture in this paper is intended for administration of access
for user to device interactions. It relies on blockchain’s intrinsic
characteristics of being immutable, tamper resistant and transpar-
ent for security provision.

Threat Model. In our proposed architecture IoT devices are not
part of the blockchain network for obvious performance benefits
elaborated in the next section (See 3.2). Thus, IoT devices would
rely on access authorization rules made by access administrators.
A malicious insider or an attacker could target the smart home’s
security by spoofing (impersonating as access manager), tampering
(modifying the access control policy towards his/her desired intent),
privilege escalation (trying to elevate the available privileges or
repudiation (denial of performing an action).

Motivating Example. An example of an insider security threat
could be a dishonest babysitter trying to tamper with access control
rules so that s/he would have access to the house when s/he is not
meant to. As another example an attacker can fake an administrator
account enforcing an IoT device to maliciously deny the access to a
subject even though the policy would have granted it.

How Blockchain Helps with Security. In our proposed archi-
tecture administrator account and access management tasks cannot
be forged or manipulated, as we utilize a wallet private key to
encrypt an administrator account and definition/configuration of
access, so the administrator account cannot be faked. The access
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administration policy is defined by programming a smart contract
and is recorded into the ledger via a consensus process which is
protected from tampering relying on the irreversible nature of
blockchain. Therefore, it is impossible to change the authoriza-
tion rules in favor of a malicious insider or an attacker, as stated
in the above example. Moreover, access administrative requests
are submitted via transactions which helps to verify proper im-
plementation and integrity of access control rules. In our system,
the operational access control policy is updated accordingly with
transaction logs of the blockchain that ensures authorization rules’
authenticity.

Furthermore, a blockchain based solution equips the system with
transparency and auditability. So, if any unduly granting/denial
of access happens, intrinsically immutable logs of transactions on
blockchain provides a way for posteriori auditing and verifying the
related policy on the chain. In case of maliciously denying access,
using blockchain would equip the system with means to verify
which policy was enforced, and if the policy is disobeyed by an IoT
device, it reveals the device being maliciously controlled.

However, we are assuming users’ communications with the edge
services are secured over the home local network. Routing attacks
which could stop Greengrass from receiving updates from the cloud,
and attacks against web3 API compromising credentials are con-
sidered out-of-scope of this paper. Security considerations are dis-
cussed in further details in Section 7.2.

3 Blockchain For Access Control

In this section we discuss some of the previous works on utilization
of blockchain in operational access control as well as its usage for
administration of access.

3.1 Blockchain for Operational Access Control

Numerous access control frameworks have been proposed based
on blockchain, given the intense hype around this technology.
Ethereum [8] is the first blockchain platform to present the smart
contracts [22] and provides a built-in Turing-complete program-
ming language, i.e. Solidity, which makes it possible to create arbi-
trary state-transition functions on blockchain to encode intended
logic. Other blockchain platforms like Hyperledger Fabric [12],
Ripple [15], bitcoin [3] and EOS [6] have later provided smart con-
tract capability to their chains. However, being the first platform to
provide smart contracts along with the maturest code-base and user-
base, Ethereum has been used in many access control frameworks
to provide distributed IoT access control.

BlendCAC [62] encodes access rights in capability tokens which
are deployed as smart contracts along with another type of smart
contract intended for delegation. The proposed capability-based
model is at operational level in which each transaction required to
spend almost $1.02 to be completed given the gas price in the public
Ethereum in 2018, which is strongly prohibitive to be used by a
normal user of a smart home even if the Ether price did not spike.
Authors of [43] proposed to fix some of the BlendCAC issues, using a
fine-grained access control model, however no cost or performance
metric was discussed. Another blockchain-based, capability-based
approach could be found in [34] which is a decentralized user-
centric approach based on the publish-subscribe model.



Session 2: Access Control and Trust

SaT-CPS °22, April 27, 2022, Baltimore, MD, USA

NEEDTO |y | ARETHERE |y | ISTHEREAN |y AREALL
— STORE —»| MULTIPLE = ALWAYS | WRITERS
STATE? WRITERS? ONLINE TTP? KNOWN?

v ARE ALL N IS PUBLIC PUBLIC
—> WRITERS [—*| VERIFIABILITY PERMISSIONLESS
TRUSTED NEEDED? BLOCKCHAIN

Figure 1: Whether a Blockchain is the Appropriate Technical Solution for Your Problem [61]

Although some researches mentioned RBAC and ABAC as not
flexible or scalable enough to handle access control requirements
in IoT environments [33, 50], there are still many research works
based on these approaches. An attribute-based access control for
IoT environments has been proposed in [32]. Authors tested the pro-
posed frameworks not on a local network, but on one of Ethereum
test networks called Rinkeby. Rinkeby uses Proof of Authority (PoA)
as its consensus mechanism, which is faster than current Ethereum
consensus mechanism, i.e., Proof of Work (PoW). So, presented
results in [32] could be considered as a lower bound. Yet, those
costs are still prohibitive to be applied in a smart home for oper-
ational access control. Another approach [42] has been codified
and tested on the Ropsten (PoW) testnet, which uses the same con-
sensus algorithm as Ethereum mainnet (main network). However,
the estimated space and gas requirements in the paper proves the
proposed approach to be nonviable in a smart home environment.

Role-Based access control has been also used to design blockchain-
based approaches for mediating access in IoT environments [24, 51].
Cruz et. al. [24] proposed an RBAC-based platform along with a
challenge-response protocol to facilitate inter-organizational ac-
cess control. Since their RBAC-based smart contract only encodes
add/remove a user/endorser and change the contract’s status, which
we argue as administrative-type of tasks, the evaluation results
show this platform to be practical in terms of cost, however authors
have not provided any time evaluation.

There are some blockchain-based access control frameworks
lacking the basis of a formally defined access control models, such
as the trust-based layered framework proposed by Dorri. et al. [30]
or the RDF-based architecture for IoT access control in smart build-
ings [21]. ControlChain [49] is another blockchain-based architec-
ture for IoT authorization which does not rely on a specific access
control paradigm, instead authors included an encoder using which
different access control models could be transformed to their archi-
tecture authorizations. Furthermore, some blockchain-based access
control frameworks are built upon other blockchain platforms, such
as bitcoin [41, 46], Hyperledger Fabric [37, 40] and EOS [51].

3.2 Why Not to Use Blockchain at Operational
Level

As one of the application domains of blockchain, access control in
the IoT domain gained a lot of attention in the literature. There
are a handful of publications which recognize blockchain-based
access control would strengthen overall IoT security [29, 39, 52],
while others assert blockchains are not yet ready for mass usage
in any domain, for which their designs and code bases have to be
more mature [28]. Many of the previously proposed researches use
blockchain at the operational level for access control, as briefly
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discussed in Section 3.1. Nonetheless, there are some inherent char-
acteristics of blockchain which make it unsuitable for that purpose.
Elaborating on different approaches to use blockchain for opera-
tional access control, consider the following options: In the case of
device democracy, which has been advocated by IBM as the future
of IoT [1], each IoT device takes responsibility for its own access
control. However, not every IoT device could be burdened with
required storage and computational power, as many IoT devices
are currently energy- and resource-constrained (e.g., light sensors
or wearable IoT devices).

Another approaches for blockchain-based access control, use the
blockchain as the storage for access control policies [45, 46]. So, ev-
ery time a policy appended to the set of access control policies or re-
trieved from the blockchain a transaction should be communicated
and confirmed. The required duration of confirming a transaction
is inappropriate for operational access control purposes in which a
user cannot wait ten minutes for a transaction to be completed [46].
Moreover, some actions might be latency-sensitive, for example
when a wearable health IoT device should make an emergency call
to 911. As one of the most popular blockchains utilized in access
control, Ethereum has the average block time (the time it takes for
a block to be added to the blockchain) of 13 seconds [9], which
is still significant for a home user to get access to the door lock,
for example. In recent research [59], authors implemented their
operational access control approach based on an alliance chain built
on Ethereum, yet the access control time is in the order of seconds
and varies based on number of access requests.

Another problem of using blockchain for operational access
control is financial, as every transaction needs a fee to be paid
in cryptocurrency to be completed. Considering how recurrent
the access transactions would be even in a small IoT environment
like a smart home, the monetary burden could be prohibitive. The
fluctuating price of cryptocurrency aggravates this problem.

3.3 Blockchain for Administration of Access

Authors in [61] presented a flowchart which shows their standing
about the necessity of using blockchain for different use cases. We
followed the proposed chart to justify using blockchain in this paper
for administration of access in the smart home IoT environment
which has been depicted in Figure 1, and indicates our position
with utilization of blockchain for administration of access.

Blockchain’s features of distributed nature, scalability and trans-
parency make it an appealing infrastructure for access control
implementation. Moreover, it could equip the system with essential
security benefits, which otherwise cannot be provided using com-
mon centralized approaches as explained in Section 2. In this paper
we suggest utilizing blockchain for administrative access control,
not at the operational level, for following reasons:
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o Administrative access control tasks are infrequent compared
to required operational access authorizations [25], so the
burden of required processing time for blockchain adoption
is few and far between and worth its benefits.

o As blockchain is an immutable ledger, it provides account-
ability for administrative tasks. So, access control would be
coupled with auditing as a posteriori analysis [55], providing
a more complete security solution.

e As the adopted administrative model in this paper is de-
centralized in nature, it could take benefits of blockchain
decentralization to be scaled. So, proposed enforcement ar-
chitecture could be extended to environments with similar
dynamics, e.g., smart buildings. Moreover, relying on the
distributed nature of blockchain, we can get around privacy
concerns which arise when using third parties in other in-
frastructure, e.g., cloud.

e The need for storing blockchain information or being in-
volved in heavy computations would be eliminated for re-
source constrained IoT devices, as those would not be en-
gaged in administration of access.

A distinct feature of our research is to follow the PEI model
(Policy, Enforcement Architecture and Implementation) as our ref-
erence model [54], which would be further described in Section 5.1.
Briefly saying, we rely on an RBAC as the policy model (P in PEI)
designed for administration of smart home environments [57]. Al-
most all the previous works, nevertheless, lack the support of a
formal model and rely on informally assumed policy objectives to
build their access control frameworks. We then propose our en-
forcement architecture (E in PEI), implemented (I in PEI) on the
Ropsten testnet of Ethereum. Our research is one of the very few
works [44] in which administration of access has been considered.

4 PEI: Underlying Administrative Policy

Before discussing our blockchain-based architecture for administra-
tion, we briefly describe the RBAC administrative model proposed
in [57] which is built upon EGRBAC [19] as underlying operational
access control model. There have been multiple studies conducted
recently to understand the needs and preferences of smart home
users. These studies reported smart home users expressed the need
for a fine-grained access control system, and RBAC was reportedly
the most preferred approach by users for limiting the access to smart
home resources [35, 63, 64]. Adopting EGRBAC as the operational
model provides a fine-grained RBAC access control which provides
on permission level, instead of device level access provision; so, it
would be possible to grant partial access to a device by defining the
device role (DR) instead of the whole device control. For instance, a
babysitter can turn on/off the AC but is not permitted to change its
schedule. EGRBAC captures the environmental context by defining
the environment roles (ER) which later would be paired by standard
user roles to create the role pairs (RP). RP and DR would later be
coupled together to establish the access authorization rules.
EGRBAC is chosen not as a de-facto operational model, but be-
cause it has the desired properties for a smart home IoT operational
access control on one hand and its enforcement architecture relies
on AWS Greengrass [2] which can be best integrated with our en-
forcement of corresponding administrative model [57]. However,
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the proposed administrative model in [57] and hence the proposed
enforcement architecture in this paper could be utilized for any
underlying operational model, regardless of if it being RBAC or
used any other access control paradigm.

4.1 Administrative Model

Access administration in a smart home environment is a particu-
lar problem as home users lack the expertise of a typical system
administrator and are unlikely to spend much time learning com-
plex interfaces to assign/revoke access rights or auditing the access
logs. The other complication stems in multiple ownership for smart
devices in the home which demands for decentralized access man-
agement. Moreover, to avoid a single point of failure it is required
to have multiple administrators in the house. For example, if one of
the home administrators is on a business trip and there is a problem
to the house power system, there should be another administrator
who can grant access to the electrician to fix the issues [38].

We adopt a role-based administrative model [57] which corre-
sponds to EGRBAC operational model and governs the authoriza-
tion functionalities in a smart home in a decentralized way. The
decentralization is provided through defining the administrative
units (AU), each of which is controlled by an administrative role
(AR) which could be taken by multiple administrator users. Each
administrative unit controls a predefined set of administrative tasks
(AT) which represents the scope of administration. Adopted ad-
ministrative model classifies possible changes in a smart home
IoT environment to be add/remove a user, add/remove a device
and modifying the current operational assignments, among which
adding a new user is done infrequently and could be done in a cen-
tralized way; so, is out of the scope. Therefore, the administrative
tasks have been defined as management of the assignment relations
in the underlying operational model. Although the model is defined
in the smart home context, it could be applied to environments
with similar dynamics by defining extra administrative units.

5 PEI: Enforcement Architecture

5.1 Blockchain-Based Enforcement
Architecture

In this paper, we consider the access control framework to be based
on a three-layer PEI as coined in [54]. PEI stands for Policy (Policy
Models), Enforcement and Implementation. Policy layer is specified
based on any access control paradigm in an ideal context which
assumes all relevant information for making access decisions are
instantly and securely available. The Enforcement layer manifests
the policy model and provides an enforcement architecture which
approximates a correspondent of the policy. Implementation layer
deals with detailed implementation technologies and mechanisms.

In this paper, the policy model is adopted from [57] which is
a RBAC administrative model. The enforcement architecture in
this paper is compatible with the Access Control Oriented (ACO)
architecture for cloud-enabled AWS IoT [18, 20], which is enclosed
in the gray square with dotted border in Figure 2. Our authoriza-
tion solution is deployed utilizing the AWS Greengrass SDK [2], an
edge run-time and cloud service which provides local messaging,
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Figure 2: Blockchain-Based Enforcement Architecture for Administration of Access in IoT Smart Home Environment

processing and data management services. We designed our admin-
istrative enforcement so as to be interoperable with its underlying
operational model [19] which has been shown at the right side
of Figure 2. As depicted, the poLicy.JsoN file is shared between
administrative and operational models; so we chose to protect its
integrity with locks against possible concurrent accesses.

Overall, we propose a system which leverages the tight coupling
between our authorization design and a publish/subscribe syndica-
tion which is specifically useful in the context of smart home IoT
environment. Followings are the main components of the Green-
grass part of the architecture which runs locally and serves as the
smart hub and policy engine in our access management framework:

e Virtual objects (shadows) serve as intermediaries between
applications and physical devices and keep the latest known
state of the corresponding device. So, the device’s state would
be available to applications and services even if the device
itself is not connected to AWS.

o AWS utilizes a policy-based authorization mechanism. The
policies are contained in a jsoN file, which includes access
control rules for utilizing a resource.

e Lambda functions (1) are event-driven computational units,
sitting and waiting for messages from the topics to which
they have been subscribed. As a message is received, the
lambda function wakes, does the computation reaching out
to poLICY.JsON file, and publishes the results to subscribed
topics. We have adopted the operational lambda from [19]
which executes the operational level policies for user-to-
device access requests. We define an administrative lambda,
which updates the poLicy.JjsoN file. This file is spelled out
based on administrative requests submitted by administrator
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users, which then would be evaluated based on the adminis-
trative policy encoded into smart contracts on the blockchain.
Since the policy file is shared between both operational and
administrative lambda functions, its integrity should be pro-
tected during concurrent accesses by using locks or other
concurrency control mechanisms.

e Communications are done through MQTT protocol, which
is a lightweight machine-to-machine publish/subscribe mes-
saging protocol, designed for constrained devices. Local
MOQTT publish/subscribe messaging defines the subscrip-
tions between publishers and subscribers.

As depicted on the left side of the Figure 2, we utilize Ethereum
blockchain. Ethereum is a decentralized, public, permissonless, and
the most actively used blockchain based on Bloomberg [10]. It is the
maturest blockchain in terms of code base, user base and developer
community. Ethereum is capable of being configured as both a
permission-less and a permissioned blockchain network, as well as
the community-based development of the platform. In other words,
saying Ethereum is a permissionless blockchain means there is no
authority on a network level. The logic deployed on the chain, in
the form of a smart contract, does define permissions. In a smart
contract, we can define an action that may only be performed by
the contract’s owner and not by the others.

The whole architecture represented in Figure 2 depicts a scenario
of an administrator user at home, in which user can communicate
with the Greengrass using the local home network on his/her smart-
phone. If the user is out of home, however, the administrator user’s
smartphone would have to communicate with its shadow on the
AWS cloud and update it by sending a HTTP request to the AWS
IoT Core. Then, the cloud forwards user’s request messages to
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the local Greengrass by publishing to the user’s private topic of
UseEr/SHADOW/UPDATE, which afterwards followed by the same
steps as illustrated in Figure 2. At the end, the user’s phone shadow
on the AWS cloud would update the user’s phone with the status
of the submitted request.

5.2 Sequence Diagram

For an administrative access request to be handled, a workflow as
depicted in the reference scenario in Figure 4 is followed. An admin-
istrative user who wants to define/change the assignments of the
operational model first submits the request through his/her smart-
phone. Consider the following example scenario depicted in Figure 3
in which Bob is the parent and the administrator of the smart home.
There is an administrative unit (AU) called UTILITY_ MANAGEMENT
with the UTILITY_MANAGER as its administrative role (AR) which
has been assigned to Bob. So, Bob is the administrator user who
can decide about accesses of different Role Pair (RP) and Device
Roles (DR) which are included in the corresponding administra-
tive task (AT). The Device Role, UTILITY_DEVICES, includes the
permissions of TURNON, TURNOFF, RESET, SCHEDULE for devices
AC,FuseBox,WATERMETER. If Bob, as the UTILITY ADMINISTRATOR,
wants to grant the available permissions to a technician for a period
of time, he should define the assignment the role pair (RP) (TECHNI-
CIAN,REPAIR_TIME) to the UTILITY_MANAGEMENT device role. It is
noteworthy that assigning kids at any time to the UTILITY_DEVICES
has been defined as prohibited (refer to Figure 3).

For the above-mentioned example to go through, Bob must de-
termine the desired RP and DR, sign the administrative assignment
with his private key (which is securely stored on his personal smart-
phone) and then submit this administrative request as a transaction
to the blockchain. Communication with the blockchain is conducted
through a web3 API via HTTP requests. We used Infura [13] as
our Web3 API in this paper. After publishing the transaction to the
blockchain and getting back the transaction hash, this hash would
be returned to the user’s phone and also immediately published to
the UsER/SHADOW/UPDATE. As A function has been subscribed to
the same topic, it would also be notified with the transaction hash,
which would be later used to retrieve the transaction log after being
mined by A. Administrative A would investigate the transaction log
in order to find out if the request has been approved. In either sce-
nario of approve/deny (correspondingly permit/deny), the admin-
istrative A would publish the results to the User/StaTUs/UPDATE
topic, so the user would know the results. If permitted, the new
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assignment would be written to the access control logic, which
is the poLicy.JsoN file. When the technician wants to access the
UTILITY_DEVICES, the operational A would check the access control
logic file and grant the required permissions, if defined so.

6 PEIL: Implementation

Most of the proposed blockchain-based access control frameworks,
which we briefly discussed in Section 3, have left their proposals at
the conceptual level [34, 49] or evaluate them on either a locally
built blockchain [43, 62, 65] or a testnet which is not using the same
protocol as the Ethereum mainnet [32], so none of which provides
a reliable and pragmatic assessment of practicality. In this paper,
we validated our proposal of using blockchain for administrative
access control enforcement by a proof-concept implementation.
Further details are provided in the following sections.

6.1 Ethereum Blockchain

Ethereum could be viewed as a state machine in which a transaction
would represent a valid transition between states [8]. A transac-
tion is a single cryptographically signed instruction issued by an
entity which is tied to an account. There are two types of Ethereum
accounts, externally owned accounts (EOA) which belong to an
external user and controlled by a private key, and contract accounts
which contain and are controlled by the code. Transactions collected
into blocks which are chained together via cryptographic hashes to
create the blockchain. Each block should be distributed and agreed
upon by every node in the network before being added to the chain,
using a consensus algorithm. Current version of Ethereum uses
proof-of-work, a.k.a PoW, as its consensus algorithm.

It is not a preferable choice to develop and test the smart con-
tracts on the primary public blockchain of Ethereum, a.k.a main-
net, for two reasons. First, because of the immutable nature of
blockchain, changing the smart contract code would be a challeng-
ing issue as rewriting at transaction level within the blocks is still
in its infancy [26]. Second, Ethereum has its own cryptocurrency
called ether and an internal currency called gas to pay the fee of
transaction on Ethereum which is proportional to the amount of
required computational effort. As any transaction with the mainnet
needs gas to be run, buying the real ether (ETH) to provide the gas is
prohibitive for testing purposes. Therefore, multiple test networks,
a.k.a testnets, have been introduced to test smart contracts before
deploying them on the mainnet.

We deployed a smart contract on the Ropsten testnet which is the
official Ethereum testnet [11] that uses the same consensus protocol,
PoW, as the mainnet. Because many users test their applications on
this test network before deployment on the real chain, we recognize
it to be a better simulation of a real-world scenario [42]. Therefore,
we consider our results to be close enough to the real-world sce-
nario of using the main Ethereum network. Other testnets, such as
Rinkeby, Kovan and Gérli are using proof-of-authority, a.k.a PoA,
which is more time and energy efficient, but different from the
mainnet consensus protocol. Therefore, we consider those testnets
as nonviable and unreliable to represent the mainnet.
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Figure 5: Statistical Summary of Gas Used
6.2 Smart Contract

We implemented administrative access control policy in a single
smart contract on the Ropsten blockchain, in which administra-
tive units are predefined and different administrative controls have
been coded as functions which would be triggered via transactions.
Although the smart contract code is not modifiable after being
deployed, it is possible to add/remove data to its stack. So, the
administrator can define new tasks to be included in each adminis-
trative unit or remove a task from the list of prohibited tasks.

We programmed our smart contract in Solidity and tested it
on Remix IDE [14] which is the official browser-based IDE for
Ethereum. Administrative units and administrative tasks defined
as separate mapping data structures in Solidity. To interact with
a smart contract, which has been deployed on the Ropsten test-
net blockchain, we used a wes3 API facilitating interaction with
the blockchain. We used Infura [13] as the connection point for
the web3 API, which hosts some nodes of Ropsten and relays all
transactions to the blockchain.
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6.3 Experiment Setup

We simulated a use case provided in Figure 3 using AWS IoT Green-
grass v1 which runs on a dedicated virtual machine with one virtual
CPU, 2 GB of RAM and 20 GB hard drive. The virtual machine’s
operating system is Ubuntu 20.4.2 LTS and it is connected to a 1
Gbps network. Our AWS lambda code on the Greengrass is written
in Python 3.8 and is running in a long-lived isolated runtime envi-
ronment with limited RAM of 256 MB. Lambda function receives
the administrative requests and connects to Infura API to check the
transaction status and results, after they have been run on Ropsten
testnet. The results would later be reflected on the user’s phone via
updating its shadow on the Greengrass by lambda function. These
results would also be written into the poLicy.JsoN file if the admin-
istrative request was submitted and approved by smart contract to
update the access rules. The poricy.JsoN file would be referred to
govern operational accesses in the smart home environment and is
shared between operational and administrative Lambda functions
and protected by a lock for concurrency control.

6.4 Implementation Results

To evaluate the performance and practicality of our blockchain-
based approach for administration of access, we implemented a
proof-of-concept under the settings discussed in the previous sec-
tion. That means each transaction has been sent to Infura and the
raw transaction hash is being sent back to the user’s phone and
the Lambda function. Then, lambda waits for the transaction to be
mined and afterwards updates the policy file based on the success-
ful events in the transaction log. The results would also be sent to
the user’s phone. Experiments are done for a normal distribution
with a 99.9% confidence interval. To synchronize timing of the local
computer and time servers in case the administrator user wants to
make policy changes when away from home, we used Chrony [4].
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Table 1: Statistical Analysis Results

Gas Used (gwei) | Admin Timer (ms) Full Timer (ms)
n=20 | n=500 | n=20 [ n=500 n=20 | n=500
AVG 127254 | 127256 | 4.67 11.61 16234.85 | 12005.34
100% (Max Quantile) | 127326 | 127341 | 24.75 62.51 96743.43 | 100602.62
99% 127326 | 127326 | 6.29 19.90 64345.05 | 56523.07
95% 127310 | 127310 5.22 18.34 47215.98 | 32847.43
90% 127298 | 127298 | 4.95 17.26 34990.34 | 23773.95
75% (Q3) 127283 | 127283 | 4.75 15.19 22015.52 | 14891.59
Median 127255 | 127255 | 4.60 11.20 11667.90 9035.50
25% (Q1) 127228 | 127228 | 4.38 7.62 6019.41 4845.63
10% 127197 | 127212 | 4.30 6.32 3171.00 2935.90
5% 127185 | 127185 | 4.25 6.07 2076.12 2294.55
1% 127185 | 127185 | 3.96 5.36 63.50 1097.91
0% (Min Quantile) 127185 | 127185 | 2.16 4.04 55.45 68.07

To avoid duplicates, each time a new rule has been administra-
tively requested to be added to the poLicy.JsoN file, we check the
policy and add the new rule to the policy only if it has no replica in
the current policy. We ran our experiments in two settings with the
policy sizes of n=20 and n=500. In the first setting, we start with
an original policy of size 20 and add one policy in each experiment
but keep the maximum size of the policy to be 21. After each ex-
perimental run, the original policy with 20 values is reinstated and
any changes are dismissed. The second scenario starts with a policy
size of 20 but grows incrementally with each policy submission.
Both experiments were run for a total of 500 times, resulting in the
first case a maximum of 21 policies, and the second case, a policy
grew from 20 to the final size of 520.

All the statistical analysis results are provided in Table 1. A
visual representation of two important metrics of time and cost are
depicted in Figures 5, 6 and 7. Figure 5 shows the required gas for
transaction mining on the Ropsten network. The used gas is the
actual amount of gas which was used during execution. Gas prices
are denoted in GWEI, which equals to 107 ETH. We calculated the
monetary cost of each transaction to be 28 cents, based on the Ether
price as of the time of writing this paper.
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Based on the results depicted in Figure 6, the difference of average
time required for adding a new policy rule (administrative action)
would be highly affected by the policy size, which is an indicator of
the lambda processing time. After a transaction has been success-
fully mined, Lambda checks the logs to search out the succeeded
transactions. Then, it makes appropriate changes to the poricy.Json
file and publishes the results to the USER/STATUS/UPDATE to inform
the user about his/her administrative request. We call this time
Admin Timer which is in order of milliseconds.

The Full timer in Figure 7 shows a complete cycle of an adminis-
trator submitting a request, to that request being mined, and the
lambda function processing the results and updating as necessary.
The average total time for an administrative task using blockchain
could be estimated as 12.012 seconds. Although this time is unsatis-
factory for end users in an operational model, it is quite acceptable
for an administrative model, especially compared to the other ad-
ministrative methods which may take in order of minutes, hours or
even days to take effect. On the other hand, with Ethereum moving
to Proof of Stake (PoS) as its consensus mechanism, the costs and
timing are expected to decrease dramatically [7].
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7 Discussion

This section provides properties and limitations of our access ad-
ministration framework, as well as general security considerations.

7.1 Current Approach Properties and Future
Directions

Characteristics and limitations of the chosen underlying policy
model [57] have been carried to our framework, added up to its
properties/limitations, as discussed below.

Decoupled Assignment and Revocation Any administrator
who has been appointed to the corresponding administrative role
(AR) of a task, can grant/revoke authorization assignments, no need
the grant/revoke to be done by the same administrator.

Symmetric Assignment/Revocation This characteristic en-
ables the AR of an administrative unit to revoke a permission which
has been previously conferred by him/her and vice versa.

Generalizability More administrative units could be defined
as per users’ needs.

Transparency and Auditability Using Ethereum as a public
blockchain provides full transparency of transactions as well as
access to immutable history logs. Without blockchain, the context
of access control decisions would no longer be available; however,
blockchain logs provide the posterior auditability. Moreover, the
smart contract remains publicly visible on the blockchain even if it
would be disabled in the future; in such a case the actual contract
remains on the chain but would be marked as not callable.

Privacy The distributed nature of the blockchain eliminates the
concern of privacy leakage from a single point of administration.
Using blockchain preserves the privacy of the smart home as a
whole, because the smart contract is only accessible with users
who have their private keys stored on their own devices. Privacy
of each user in the smart home withholds through decentralized
administration in the form of administrative units (AU); so that
each user’s privacy zone could be contained in a separate unit
while that user has been the only user assigned to corresponding
administrative role.

7.2 Security Considerations

Smart Contract Security Benefits of creating decentralized
applications (dApp) using smart contracts do not come without
costs. As an account-centered model of transactions which is used
to identify and communicate with smart contracts on Ethereum,
authentication and authorization failures may impose security risks
to the system. Ethereum itself is vulnerability-prone, besides the
security vulnerabilities which are introduced by unreliability of
Solidity [23]. Different verification tools are proposed to analyze
the security of deployed smart contracts, a survey of which could
be found in [27]. We used Remix IDE [14] for our Solidity smart
contract development which performs a static analysis during com-
pilation and reports security vulnerabilities such as implicit typ-
ing/visibility, unchecked return values, deprecated constructs, and
address checksum and where they occurred in the code. So, we
could be sure that our smart contract code is free of vulnerabilities
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which are checked by Remix. Checking the developed smart con-
tract with other available tools for security vulnerabilities could be
considered as a future step, specifically if the contract is going to
be generalized for larger environments.

Device-Cloud Communication As the proposed architecture
presents cloud-enabled IoT devices, the security of AWS Greengrass
and its communication with IoT devices has a great impact on
the overall security of our system. IoT devices use X.509 public
key infrastructure (PKI) certificates for authentication of devices
to Greengrass which are securely tied to AWS IoT policies [5].
We considered best security practices recommended by AWS IoT
according which we implemented our architecture in a way that
each IoT device has a unique immutable identity stored on it, which
would be used to agree on PKI certificates; so, there would be no
hard coded credentials in lambda functions [16].

7.3 Restrictions and Future Directions

Proposed framework for smart home IoT environment still needs
to be improved to address following restrictions:

Continuous Access Control and Mutability Considering the
dynamics of a smart home IoT environment, as a multi-user multi-
device environment we need to monitoring the access even after
being granted, and sometimes need the immediate change [48].
Moreover, it is required to use access quotas as a consumable non-
refundable amount of access to some resource. For instance, the
available time for kids to access the PlayStation on a weekend
needs to be monitored and access should be revoked immediately
(continuous control) as it has been exhausted (mutability).

Conflicts We may not have policy conflicts in that our proposed
framework does not include any negative policies, instead to avoid
a role from being conferred with specific permissions, we utilize
prohibitive assignments. However, it is possible to have admin-
istrator interests conflicting. For instance, different homeowners
adjust the smart thermostat to different temperature ranges. As
users expected the conflicts to be resolved automatically based on
the survey of access control needs in a smart home [64], it is highly
recommended that a policy resolution algorithm to be incorporated
in the access control framework of a smart home [58].

8 Conclusion

This paper presents an architectural enforcement of access adminis-
tration for a smart home IoT environment. Our architecture is based
on Ethereum blockchain and hence is decentralized, auditable, and
reliable. Our implementation results are reassuring that although
the use of blockchain for operational access control is not promis-
ing, an administrative model could successfully utilize the benefits
of blockchain. Our proposal properties and limitations and some
future directions of research have also been discussed.
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